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ARTICLE INFO ABSTRACT

Wireless Sensor Networks (WSN) are widely used in various

Article history monitoring applications, including environmental observation, smart
Received 2025/12/05 infrastructure, and Internet of Things (IoT) systems. Despite their
Revised 2025/12/16 widespread adoption, WSN are highly susceptible to data errors
Accepted 2025/12/25 caused by sensor degradation, hardware malfunctions, environmental

disturbances, and communication issues. These faults can significantly
reduce data reliability and lead to incorrect system decisions if not

Keywords properly handled. This study proposes a multi-class data-fault
Class imbalance detection approach for WSN under imbalanced data conditions by
Extra Tree integrating Random Undersampling (RUS) with the Extra Trees
Fault detection classification algorithm. This study aims to address the class
Multi-class classification imbalance problem commonly found in sensor fault datasets while
Random Undersampling improving fault detection performance across multiple fault types.

Experiments were conducted using a WSN dataset containing
temperature and humidity measurements with combined with three
artificial fault types: Bias, Drift, and Spike were analyzed alongside
normal sensor data. The experimental results demonstrate that RUS
leads to a substantial improvement in classification performance.
Without RUS, the Extra Trees classifier achieved an accuracy of 48%
and failed to detect spike faults. After applying RUS, classification
accuracy increased to 91%, accompanied by balanced precision,
recall, and F1-score values across all classes. These findings indicate
that the combination of RUS and Extra Trees provides an effective
and reliable solution for multi-class data fault detection in WSN
environments. Regardless, the detection of drift faults remains more
challenging than other fault types due to their gradual nature and
overlap with normal sensor behavior, indicating the need for further
improvement in future studies.

1. Introduction

Wireless Sensor Networks have been used for modern monitoring systems, including environmental
monitoring, industrial automation, smart home, and Internet of Things (IoT) applications. They enabled
distributed, real-time data acquisition across wide, often hard-to-access areas, supporting continuous
observation and decision support in operational settings [1]. However, the reliability of WSN based systems
depends on the quality of sensor data, as misclassification or delayed detection of sensor faults may lead to
incorrect control actions, increased operational costs, or safety-related risks, underscoring the need for reliable
fault detection mechanisms in WSN [2].

In practical deployments, sensor measurements are often affected by data faults from hardware
degradation, calibration issues, environmental interference, and communication disruptions. These issues can
affect temperature and humidity readings, reducing the reliability of monitoring results. It also may lead to
incorrect decisions if faults are not handled appropriately [3], [4]. As a result, fault detection becomes a
requirement for maintaining dependable WSN based monitoring.
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Early fault-detection methods in WSN mostly relied on threshold based rules or binary anomaly
detection to distinguish normal from abnormal measurements. Although simple computations and binary
decisions are often sufficient in simple WSN settings, they are often insufficient in complex WSN settings
because faults may exhibit distinct signatures and require distinct mitigation strategies [5]. For this reason,
multi-class fault detection has gained attention, as it can provide more informative diagnoses by distinguishing
specific fault types, such as bias, drift, and spikes, rather than flagging abnormality [6]. Many supervised
classification approaches have been implemented for WSN fault detection and have shown competitive
performance compared with rule-based techniques [3], [5].

Although several studies have explored multi-class fault detection in WSN, most existing work uses
balanced datasets or focuses on general accuracy metrics. As a result, the impact of class imbalance on
minority and transient fault classes, such as spike faults, is often less analyzed. In fault detection of practical
WSN deployments, normal readings dominate the data stream and faults appear rarely. The imbalance
between normal and faulty data can bias a model toward the majority class and reduce detection performance
for minority faults that may be operationally critical [7]-[9]. Failure to detect minority fault classes may lead
to delayed maintenance actions, increased operational costs, and safety risks. Therefore, addressing class
imbalance is not only a matter of classification performance but also a crucial factor in minimizing cost impact
and safety consequences. [10], [11].

To address this limitations, this study focuses on analyzing class-wise performance under imbalanced
data conditions, analyzes how the data imbalance affects error distribution of confusion matrix level, and
examines the sensitivity of an ensemble based classifier to minority and transient fault types. Data-level
resampling is a common strategy to mitigate imbalance. In particular, Random Undersampling (RUS) reduces
the size of the majority class to create a more balanced class distribution. Although undersampling may
discard part of the majority data, it is often effective as a simple preprocessing step for imbalanced
classification, especially when the model is otherwise dominated by the majority class [12], [13]. Prior work
also highlights that undersampling can be integrated with other selection strategies and can improve learning
under class imbalance in practical settings [14], while the behavior of under and oversampling under noise and
imbalance remains an important consideration for classification performance [8]. Unlike prior studies that
extend fault detection by increasing the number of fault classes, this work introduces additional
methodological and analytical depth by systematically examining class-wise performance, confusion-matrix—
level error redistribution, and classifier sensitivity under imbalanced data conditions.

Besides data balancing, the choice of classifier is important for handling noisy and variable sensor
environments. Tree-ensemble methods have been widely used because of their robustness to noise and their
ability to turn nonlinear decision boundaries. Extra Trees (Extremely Randomized Trees) is an ensemble of
decision trees that can improve generalization and reduce variance in complex datasets [15]. In WSN fault
diagnosis, Extra Trees has been reported as an effective approach for identifying multiple fault types under
challenging conditions. Extra Trees has been shown support reliable fault detection with relatively low
computational cost and favorable residual energy consumption in network environments [16], [17].

Although previous studies have demonstrated the effectiveness of machine learning and ensemble-
based classifiers for WSN fault detection, classification performance and data imbalance are often addressed
as separate issues. Consequently, the combined impact of RUS and tree-based ensemble classifiers,
particularly Extra Trees, on multi-class WSN fault detection has not been sufficiently investigated through
systematic and class-level analysis. This study also extends our previous work reported in [18] which focused
on binary-class fault detection in WSN sensor data. It demonstrated the effectiveness of machine learning for
distinguishing between normal and faulty data, but it did not address multi-class fault classification. In
practical WSN deployments, different fault types may show distinct characteristics and require specific
handling strategies. Therefore, for improving diagnostic capability in real-world WSN monitoring systems, we
need to extend fault detection from binary to multi-class classification.

Based on these motivations, we analyzed imbalance multi-class WSN data for fault detection using the
Extra Trees classifier in this study. The study uses a public WSN dataset consisting of temperature and
humidity measurements and analyzes three common fault types: bias, drift, spike, and normal data. The
contributions of this study are (1) applying RUS to address class imbalance in multi-class WSN fault
detection, (2) evaluating Extra Trees for classifying multi-class sensor fault types in imbalanced and balanced
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settings, and (3) presenting a comparative analysis of performance before and after undersampling using
standard classification metrics to clarify class-wise behavior under imbalance. The remainder of this paper
presents the methodology, experimental results, discussion, and conclusions with directions for future work.

2.Method

This study employed a quantitative experimental research approach, based on a data-mining
framework, to evaluate multi-class fault-detection performance in WSN data. It adopted the CRISP-DM
(Cross-Industry Standard Process for Data Mining) framework, comprising five main stages: business
understanding, data understanding, data preparation, modeling, and evaluation. This framework was selected
because it provides a structured, systematic approach to data-driven classification problems, including fault
detection in sensor-based systems. For example, as reported in [19], the CRISP-DM methodology is effective
for developing models which can predict potential failures and prevent them.

Based on the CRISP-DM framework, the research procedure in this study began with business
understanding, data understanding, and preprocessing, followed by the preparation of two experimental
scenarios: classification without RUS and classification with RUS applied to the training data. The Extra Trees
classifier was trained and evaluated under both scenarios with the same dataset. For evaluation, the
performance was analyzed using evaluation metrics to assess the impact of data imbalance and undersampling
on multi-class fault detection performance.

Each CRISP-DM phase in this study is explicitly implemented through the corresponding
methodological subsections (Sections 2.1-2.5), ensuring a clear connection between the framework and the
research workflow.

2.1 Business Understanding

The business understanding stage focused on identifying the main problem and defining an appropriate
solution strategy. The main problem was class imbalance in multi-class fault detection for WSN data, which
could significantly affect classification accuracy and reliability.

In real WSN deployments, normal sensor data usually dominate the dataset, while faulty data occur less
frequently. Data imbalance can bias machine learning models toward the majority class, leading to poor
performance in detecting minority fault classes. To address this issue, RUS was applied as a data-level
preprocessing technique to balance the class distribution before classification with the Extra Trees algorithm.

2.2 Data Understanding

The dataset used in this study was obtained as secondary data from a publicly available WSN
repository provided by the University of North Carolina at Greensboro (UNC Greensboro) [20]. The dataset
has been widely used in fault detection research and contains multihop WSN measurements collected from an
outdoor deployment [6], [18].

The dataset consisted of 4,690 records with five attributes: Reading ID, Mote ID, Humidity,
Temperature, and Label.

The data were collected from a multihop WSN deployed in an outdoor environme. Among these
attributes, only temperature and humidity represent continuous sensor measurements, and the remaining
attributes serve as identifiers or metadata. Therefore, this study focused on temperature and humidity readings
as the primary sensor variables. They constitute the complete set of physical sensing modalities available in
the dataset. Temperature and humidity readings were the primary sensor measurements, while the label
attribute indicated the sensor's operational condition.

In its original form, the dataset consists of two categories: normal sensor data and anomalous data. The
normal data represent fault-free sensor measurements and were used in this study as baseline data for fault
simulation. The anomalous data in the dataset were not used directly for multi-class classification, as the focus
of this study was on controlled simulation of specific fault types.

2.3 Data Preparation
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The data preparation stage consists of four steps: data cleaning, normalization, fault simulation, and
data labeling. In data cleaning the missing values were removed to ensure data consistency and reliability.
Irrelevant attributes such as Reading ID and Mote ID were removed. The temperature and humidity were
retained as the main features for classification. Feature normalization was applied using the StandardScaler
method, which removes the mean and scales to unit variance. This step was necessary to prevent attributes
with larger numerical ranges from dominating the classification process.

Fault injection was conducted to generate labeled multi-class fault data that reflects realistic fault
conditions in WSN deployments. Since the original dataset only provided binary labels (normal and
anomalous), the normal sensor data were used as baseline signals for fault simulation. Three fault types: Bias,
Drift, and Spike were injected into the baseline data to represent common sensor faults reported in real-world
WSN environments based on formula on [21]. The forms of those three faults are shown in Figure 1.
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Figure 1 — Spike, drift and bias fault model [16][21]

A bias fault refers to a constant offset added to sensor measurements over a specific period. This type
of fault occurs due to calibration errors or sensor aging. Although the signal pattern remains stable, the
measured values deviate consistently from the actual physical conditions, making bias faults easier to detect
than other fault types. The formula for generating bias fault is shown in Formula (1).

Sr?ms _ Srr:orma.!' + b, b, = konstan (D)

The drift fault is defined by a gradual and continuous change in sensor readings over time. It can be
caused by long-term sensor degradation. Unlike bias faults, drift faults do not perform sudden changes; they
make it harder to characterize from normal conditions within short observation windows. As a result, drift
faults often overlap with normal and bias patterns, increasing the risk of misclassification. The formula for
generating drift fault is shown in Formula (2).

Sarift _ gnormal 4 p @)
b, =nb, b, = konstanta

The spike fault is defined as a sudden and short-duration deviation from the normal signal. Transient
disturbances, such as communication noise or temporary hardware interference, typically cause spike faults.
Although spikes have large magnitudes, their brief duration makes them challenging to detect, especially when
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normal samples dominate the dataset. As a result, spike faults are particularly sensitive to class imbalance
issues in multi-class fault detection. The formula for generating spike fault is shown in Formula (3).

SS'F'!'JEQ = gnermal | p 3)
n n n
b — [b, n=v x 1, v=1(12..), n=konstanta
"o, otherwise

After fault injection, each data instance was labeled with its corresponding fault type, resulting a multi-
class dataset consist of normal, bias, drift, and spike classes. This dataset was then used to evaluate the
performance of the proposed multi-class fault detection framework under imbalanced and balanced data
conditions.

2.4 Modelling

The Extra Trees algorithm was employed as the classifier for multi-class fault detection. Extra Trees
was selected for its strong ability to handle noisy and complex data. The algorithm builds an ensemble of
decision trees by adding randomness to the split thresholds, so it can reducing overfitting and improving
generalization.

Extra Trees was selected over other ensemble-based classifiers, such as Random Forest and Gradient
Boosting, for its greater randomization in split selection. This ability improves robustness to noisy sensor data
and reduces model variance. Unlike Random Forest, Extra Trees selects split thresholds randomly rather than
optimally, which results inbetter generalization in heterogeneous WSN environments. Compared to Gradient
Boosting, Extra Trees has lower computational complexity and simpler parameter tuning, making it more
suitable for fault detection in resource constrained scenarios.

To examine the effect of class imbalance, the modeling process was conducted under two conditions.
First, the Extra Trees classifier was trained using the original dataset with an imbalanced class distribution.
Second, RUS was applied to the training data to reduce the dominance of the majority class and to obtain a
more balanced class distribution prior to training.

2.5 Evaluation

All experiments were conducted using Python. The dataset was split into training and test sets at an
80:20 ratio. To address class imbalance, RUS was applied to the training data, while the test data remained
unchanged to ensure unbiased evaluation. Classification performance was assessed using accuracy, precision,
recall, and Fl-score, with particular attention to class-wise metrics given the dataset's imbalance. This
experimental setup was designed to ensure fair comparison between scenarios with and without RUS, while
maintaining reproducibility and transparency in the evaluation process.

3. Results and Discussion
3.1 Experiment without RUS

In the first scenario, the Extra Trees model was trained using the original imbalanced dataset. The
dataset exhibited a strong class imbalance, with the Normal class overwhelmingly dominating the fault classes,
namely bias, drift, and spike.
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Figure 2 - Confusion matrix as experiment result for Extra Trees fault detection model

Figure 2 presents the confusion matrix of the classification results for four sensor conditions—bias,
drift, normal, and spike—using the Extra Trees Classifier without the application of the RUS technique.
Overall, the model achieved an accuracy of 47.92%, with 899 correct predictions out of 1,876 test samples.
Although this accuracy value appears moderate, a deeper analysis using the confusion matrix and class-wise
performance metrics reveals a substantial imbalance across classes driven by the data distribution.

The results show that the normal class achieved the best performance, with a recall of 99.58%,
indicating that the model correctly identified almost all normal conditions. A similarly high recall was
observed for the bias class, reaching 99.15%. The value indicates that constant-offset sensor deviations could
be learned by the Extra Trees classifier. However, the precision for the bias class was only 38.41%, indicate
most of bias predictions originated from other classes, particularly spike and drift.

For drift faults, the model performed worse than under bias and normal conditions. The recall of
66.02% indicates that some drift data was successfully detected but precision of 18.89% confirms a high false-
positive rate. This result indicates significant overlap in feature characteristics among the drift, bias, and
normal classes due to the gradual nature of drift faults, which do not produce extreme changes over short time
intervals.

In addition to general accuracy, Macro Fl-score is used to evaluate classification performance under
class imbalance conditions. Macro F1 is calculated as the unweighted average of F1-scores across all classes,
ensuring equal importance for both majority and minority fault classes. Based on the class-wise F1-scores
reported in Table 1, the resulting Macro Fl-score is 0.395. This result indicates that overall accuracy alone
overestimates model performance due to the dominance of the normal class and the poor detection of minority
faults, particularly spike faults.

The most critical finding was observed for spike faults. Based on the confusion matrix, none of the
spike data were correctly classified (recall of 0%) (Table 1). All spike samples were misclassified as bias, drift,
or normal. This condition indicates that the Extra Trees classifier failed to learn the characteristics of spike
faults, which are abrupt and very short in duration. Moreover, the value of 0% for the spike class caused the
precision value for this class to be undefined.

Table 1 — Extra Trees fault detection model's performance

Class Precision Recall F1-score
Bias 0.38 0.99 0.55
Drift 0.19 0.66 0.29
Normal 0.59 1.00 0.74
Spike 0.00 0.00 0.00
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Therefore, these results confirm that global accuracy is insufficient to represent model performance
under imbalanced data conditions. The Extra Trees classifier tended to be biased toward the majority class and
classes with stable patterns, such as normal and bias, while exhibiting significant failure in detecting transient
faults such as spikes. These findings indicate that, without appropriate data imbalance handling strategies the
use of Extra Trees for multi-class fault detection may lead to unreliable systems for critical fault detection.

Further examination of the confusion matrix reveals that classification errors in the Without-RUS
scenario are primarily concentrated in minority fault classes. Spike faults, which are consistently misclassified
as normal, bias, or drift, indicate that the majority class influences the Extra Trees classifier under imbalanced
data conditions. This behavior demonstrates that the model fails to learn discriminative patterns associated
with transient faults.

High false-positive rates for bias and drift faults indicate feature overlap among fault classes. These
findings confirm that global accuracy does not provide a reliable measure in imbalanced multi-class fault
detection. Consequently, without appropriate data balancing, the Extra Trees classifier may yield misleading
results in global performance and remainineffective for detecting critical minority faults. From these findings,
it can be concluded that, under imbalanced data conditions, the Extra Trees classifier tends to favor the
majority and stable classes. However, it misleads global accuracy and becomes ineffective at detecting
minority and transient faults.

3.2 Experiment with RUS

In the second scenario, RUS was applied before model training. The more balanced dataset allowed the
Extra Trees model to learn patterns from each class more effectively. Figure 3 presents the confusion matrix of
the classification results for four sensor condition classes: bias, drift, normal, and spike, as well as the
performance of the Extra Trees classifier. Overall, the confusion matrix shows that most samples were
correctly classified. Of 751 test samples, 680 were correctly predicted, resulting in an overall accuracy of 91%.
This value reflects a significant improvement over the scenario without data imbalance handling, particularly
for fault classes that are difficult to detect.

The bias class demonstrated strong performance which correctly predicting 200 out of 208 samples.
Misclassifications in this class were quite limited and mainly were confused with the drift class. This result
indicates that constant offset—type changes in sensor values can be effectively learned by the Extra Trees
classifier, even after undersampling.

For the normal class, the model also gives high stability. A total of 178 out of 184 normal samples were
correctly classified, with minimal misclassification into other classes. The low false-alarm rate under normal
conditions is an important indicator for fault detection systems, as errors in this class can directly affect the
reliability of field monitoring systems.

Figure 3 - Confusion matrix as experiment result for using RUS
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Table 2 — Fault detection model's performance : Extra Trees and RUS

Class Precision Recall F1-score

Bias 0.88 0.96 0.92
Drift 0.88 0.74 0.81
Normal 0.89 0.97 0.92
Spike 0.98 0.94 0.96

The spike class showed a very significant performance improvement compared to the scenario without
undersampling. A total of 167 out of 177 spike samples were successfully detected. This result demonstrates
that RUS played an important role in increasing the model’s sensitivity to abrupt, short-duration transient
faults. With a more balanced class distribution, spike characteristics became more prominent during the
decision tree construction process in the Extra Trees algorithm.

In contrast, the drift class remained the most challenging to classify. Although 135 out of 182 drift
samples were correctly identified, a portion of the drift data was still misclassified as normal (23 samples) and
bias (21 samples). This error pattern reflects the gradual nature of drift faults, in which the signal changes
slowly and remains close to normal conditions or stable offset levels in some segments. This phenomenon is
consistent with the reported characteristics of drift faults.

As shown at Table 2, The drift class obtained an F1-score of 0.81, which was lower than that of the
other classes due to a reduced recall value (0.74). This result confirms that although RUS improved class
balance and overall model performance, drift characteristics remain the main challenge due to their close
similarity to normal and bias patterns.

RUS leads to a change in the distribution of classification errors among fault classes. Compared to the
Without RUS scenario, the number of false negatives for spike faults is mostly reduced, showing improved
sensitivity to spike faults. This result indicates that balancing the training data enables the Extra Trees
classifier to capture better classes with specific patterns that were previously dominated by the majority class.

Nevertheless, some misclassifications persist between drift and normal conditions, reflecting the
gradual nature of drift faults and their similarity to normal sensor behavior over short observation windows.
Despite this limitation, the overall reduction in error rates across minority classes confirms that RUS is a key
factor for improving the system's robustness and reliability in multi-class fault detection using the Extra Trees
classifier. The Extra Trees classifier learn specific patterns for all fault types, particularly minority and
transient faults.

3.3 Discussion

This study evaluated the performance of the Extra Trees classifier for multi-class fault detection in
WSN data under two experimental configurations: Without-RUS and with RUS. As shown in

Figure 4 the application of RUS significantly improves classification performance, particularly for
spike and drift faults, as indicated by increases in recall and Fl-score. In the Without-RUS scenario, the
classifier achieved an overall accuracy of 48% with a macro-averaged F1-score of 0.40. Although high recall
values were gained for the bias and normal classes, the model failed to detect any spike faults. Similar
limitations have been reported in recent WSN and sensor fault detection studies, where models trained on
imbalanced data resulted dominant operating states and overlook rare but critical faults. These studies
emphasize that accuracy alone is an insufficient metric for evaluating fault detection performance in
imbalanced sensor data scenarios.
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Comparison of Classification Performance : Without RUS vs With RUS

W Accuracy| W Presicion Recall F1-Score

Without Without With RUS Without With RUS Without
e With RUS RUS RUS RUS With RUS

NORMAI SPIKE JRIFT BIAS

Figure 4 - Comparison of accuracy, precision, recall, and F1-score obtained by the Extra Trees
classifier with and without Random Undersampling (RUS) for different fault classes.

When RUS was applied, classification performance improved and achieving 91% accuracy and a
weighted F1-Score of 0.90. This result is consistent with recent findings showing that balancing strategies
significantly enhance the performance of ensemble-based classifiers, particularly decision-tree ensembles, in
imbalanced learning problems [22], [23]. By balancing class representation, the Extra Trees model resulted in
more accurate predictions across all fault categories.

From an application perspective, the observed performance degradation on minority and transient fault
classes has important operational implications. In fault-critical WSN application domains such as industrial
monitoring, automotive sensing, and healthcare IoT systems, missed detection of transient faults (e.g., spike
faults) may lead to incorrect control actions, delayed system response, or unstable system behavior. Prior
studies have reported that misclassification in safety-related sensing systems can significantly increase
operational risks and system failures [22], [23]. These findings indicate that, without appropriate data
imbalance handling strategies, the use of ensemble classifiers such as Extra Trees may yield high overall
accuracy while failing to reliably detect transient fault events which potentially compromise system reliability
in real world deployments.

The class-wise performance observed in this study is quantitatively consistent with trends reported in
recent literature. Previous studies have shown that classification models trained on imbalanced WSN datasets
tend to achieve high recall for dominant normal classes, lower precision and poor detection of minority fault
classes due to class imbalance [24]. This behavior is similar to our results, whereas the application of RUS
leads to a more balanced precision—recall trade-off across fault classes, indicating improved discrimination
capability.

The significant result is the improvement for transient spike faults. Without class balancing, spike faults
are completely missed, whereas applying RUS makes the model to achieve high precision (0.98) and recall
(0.94). This outcome is consistent with prior findings that transient or abrupt faults are particularly difficult to
detect unless minority classes are adequately represented during training [6]. These results confirm that
appropriate imbalance handling is critical for enabling ensemble-based classifiers to learn short-duration fault
patterns effectively.

Despite these improvements, drift faults are still the most challenging class, even after undersampling.
Although the F1-score increases with RUS, the recall for drift faults stays lower than for other fault types.
Similar result has been reported in previous studies, which indicate that gradual faults often overlap with
normal operating conditions and are therefore inherently difficult to distinguish using standard classification
approaches [25]. These findings show that class balancing is essential for improving overall multi-class fault
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detection. Still, to further enhance drift-fault detection performance, additional feature-level or temporal
modeling strategies may be required.

Overall, the results of this study are consistent with recent studies on WSN fault diagnosis, which show
that class imbalance is a significant obstacle to multi-class sensor fault detection. By integrating RUS with the
Extra Trees classifier, this study achieves balanced and robust performance across all fault types, particularly
for minority and transient faults. It is also suitable for practical WSN deployments,where class imbalance is
essential for achieving reliable multi-class fault detection in WSN environments.

3.4 Implications of the Results

This study resulted in several important practical and theoretical implications for the development of
fault-detection systems in the WSN. From a practical perspective, the combination of RUS and the Extra Trees
classifier provides an effective solution for improving multi-class fault detection performance under
imbalanced data conditions. This approach can be applied to WSN-based monitoring systems in domains such
as environmental monitoring, smart agriculture, and industrial sensing, where normal sensor readings
dominate and fault occurrences are relatively rare but critical.

The findings also demonstrate clear benefits for system operators and stakeholders. Improved detection
of transient and spike faults can enhance system reliability, reduce false alarms, and support maintenance
decisions.

From a theoretical standpoint, this study contributes to the existing body of knowledge on WSN fault
detection by analyzing the impact of class imbalance in a multi-class classification setting. While previous
studies have often focused on binary or anomaly-based detection, this work extends previous research by
showing that the balancing techniques influence ensemble-based classifiers at the class level. The class-wise
performance analysis presented in this study gives deeper insight into classifier behavior under imbalanced
conditions. This aspect has received limited attention in earlier WSN fault-detection research.

In terms of future use and potential expansion, this study can be extended by incorporating additional
sensor modalities, temporal feature extraction, or spatial correlation among sensor nodes.

3.5 Limitation of Study

Alongside the promising results, several limitations of this study should be acknowledged. First, the
dataset used in this work was derived from a publicly available WSN deployment that contained only two
classes. Although fault simulation was applied to generate multi-class fault scenarios, the resulting dataset may
not fully capture the diversity and complex fault behaviors encountered in real-world WSN deployments.

Second, from a methodological perspective, the use of RUS introduces an inherent trade-off by
discarding a portion of the majority-class samples. While undersampling improves the detection of minority
faults, it can also remove informative normal samples and, in some cases, limit model generalization. Drift
faults remain particularly difficult to detect because of their gradual changes, which often resemble normal
sensor behavior, even after data balancing is applied.

4. Conclusion

This study demonstrated that the classification performance of the Extra Trees algorithm for multi-class
fault detection in WSN sensor data was strongly influenced by class distribution imbalance. In the scenario
without RUS, the model tended to be biased toward the majority class and failed to detect minority faults,
particularly spike faults. The implementation of RUS significantly improved classification performance,
achieving 91% accuracy and restored spike fault detection capability with high precision and recall.
Nevertheless, drift faults remained the most challenging class due to their gradual nature and overlap with
normal operating conditions. Overall, the combination of Extra Trees and RUS proved to be effective and
suitable for improving the reliability of WSN-based fault detection systems.

For future work, it is recommended to explore feature representations that are more sensitive to gradual
changes to improve drift fault detection, and to compare RUS with other data balancing techniques, such as
SMOTE or hybrid methods. In addition, evaluation using real-time field sensor data and analysis of
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computational complexity should be conducted to ensure that the proposed method can be efficiently
implemented in edge-based WSN systems.
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