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1. Introduction 

The global wave of digital transformation has accelerated the adoption of electronic payment (e-

payment) systems across various sectors, with educational environments emerging as a noteworthy area of 

expansion [1]. School canteens, as dynamic ecosystems of daily micro-transactions, stand to gain substantial 

benefits from the integration of such technologies [2]. Web-based e-payment systems offer undeniable 

advantages in terms of convenience, speed, and operational efficiency, reducing reliance on physical currency 

and simplifying financial reconciliation processes [3]. Previous studies have also developed web-based tuition 

payment recording systems integrated with SMS Gateway to improve payment management efficiency in 

schools [31]. 

However, behind these functional benefits lie significant and often underestimated cybersecurity risks 

that cannot be ignored. Systems designed to handle user data and financial transactions inherently become 

attractive targets for the evolving landscape of cybercrime [4]. Threats such as credential theft, illegal account 

balance manipulation, and fraudulent transactions can permanently undermine user trust and cause substantial 

financial losses [5]. Moreover, systems operating within school environments carry heightened ethical and 

legal responsibilities to protect user data, much of which belongs to vulnerable minors [6]. 

Consequently, proactive, in-depth, and systematic security analysis is not optional but an absolute 

necessity. Identifying potential vulnerabilities before they are exploited by malicious actors has proven to be 

more effective, efficient, and economical than reactive incident responses, which often entail broader impacts 

and higher remediation costs [7],[8]. In this context, artificial intelligence (AI) is beginning to play a pivotal 
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role in strengthening application security, particularly through the automation of threat identification, risk 

classification, and anomaly detection based on historical data patterns. Integrating AI into security analysis 

enables systems to become more adaptive and responsive to evolving threats. 

This study aims to conduct a comprehensive security analysis of a web-based e-payment system used in 

school canteens. The analysis employs the STRIDE threat modeling framework, a structured methodology 

introduced by Microsoft to systematically identify and categorize security threats [9]. By modeling the system 

architecture and assessing each component against the six STRIDE threat categories, this study produces a 

structured map of potential vulnerabilities and associated threat scenarios. Based on these findings, it proposes 

practical and implementable mitigation strategies to strengthen the security posture of educational e-payment 

systems. In addition, this work outlines a conceptual direction for future AI-assisted security analytics through 

a structured threat dataset design. However, no AI model is implemented or empirically evaluated in this 

study. 

2. Method  

This study uses a qualitative case study approach focused on the security architecture of a web-based 

school canteen e-payment system. STRIDE threat modeling is applied through three phases: (1) system 

modeling using data flow diagrams, (2) threat identification by examining each process, data store, and data 

flow against the STRIDE categories, and (3) analysis and mitigation planning. To prioritize threats, each 

scenario is rated using a likelihood–impact scale and ranked using a relative risk score (L×I). The proposed 

mitigations are assessed qualitatively using three explicit criteria: (i) threat-to-control traceability, ensuring 

that each recommendation addresses a specific threat scenario and affected component; (ii) feasibility, 

considering implementation complexity and operational constraints in a school canteen environment; and (iii) 

expected risk reduction, describing whether a control is expected to reduce likelihood and/or impact for 

higher-priority threats. 

 

2.1 System Modeling  

The initial phase involved deconstructing the electronic payment system to understand and visualize 

its architecture and data flows. This was achieved by developing a Data Flow Diagram (DFD) [10]. The 

Level 0 DFD, also known as the Context Diagram, was first constructed to map the system’s high-level 

interactions with external entities [11]. This diagram serves as a critical blueprint for accurate and 

comprehensive threat identification, illustrating the main processes, data flows between components, and 

data storage. Furthermore, the development of the Level 0 DFD provides an essential high-level overview of 

system boundaries and external interactions, forming the foundation for more detailed subsequent analysis. 

This initial visualization is crucial for establishing a shared understanding of the system’s scope and 

operational context, ensuring that the subsequent threat modeling process is based on a clear and agreed 

conceptual model. Fig 1 illustrates the high-level interactions of the system with external entities. This 

diagram functions as a vital reference for accurate and comprehensive threat identification, depicting the 

main processes, data flows, and data storage. 

The DFD was refined by explicitly marking the trust boundary of the e-payment system and labeling 

each communication channel (e.g., HTTPS/TLS and external API calls). This refinement highlights 

boundary-crossing data flows, which strengthens STRIDE-based threat identification. Subsequently, the 

Level 1 DFD further elaborates the internal processes, identifying specific sub-processes and their complex 

interconnections within the e-payment system [12]. Fig 2 presents the Level 1 Data Flow Diagram of the 

school canteen e-payment system.  
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Fig 1. Level 0 DFD of the School Canteen E-Payment System 

 

 

 
 

Fig 2. Level 1 DFD of the School Canteen E-Payment System 

 

Fig 2. Level 1 DFD of the school canteen e-payment system with explicit trust boundaries and labeled 

communication channels (HTTPS/TLS for external access and API calls, internal DB connections for data 

store access). This diagram details the system’s internal processes, outlining specific sub-processes and 

illustrating the intricate interconnections among components. Such decomposition enables a granular 

understanding of how data is processed, stored, and transmitted, which is fundamental for effective threat 

identification. This systematic modeling approach ensures that all potential vulnerability points are 

considered when applying the STRIDE framework, leading to a stronger and more comprehensive security 

analysis [13]. Moreover, the standardized DFD structure can also serve as an initial input for AI-based 

systems to automatically classify threats and support faster, more adaptive mitigation decision-making. By 

adopting this structured modeling approach, all potential vulnerability points are systematically addressed, 

thereby reinforcing the robustness and comprehensiveness of the security analysis [14]. 
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2.2 Threat Identification 

After the system was modeled in detail, the second phase focused on identifying potential threats 

inherent in each element of the DFD [15]. This identification process was strictly guided by the six threat 

categories of the STRIDE framework. Such a systematic approach ensures that all potential vulnerability 

points are considered, leading to a stronger and more comprehensive security analysis. Table 1 summarizes 

the threat findings based on the six STRIDE categories, mapping each type of threat to the most vulnerable 

system components and providing an overview of the application’s security posture.  

 

Table 1. System-Specific STRIDE Mapping for the School Canteen E-Payment System 

STRIDE Security Objective DFD Elements (System-Specific) 

S (Spoofing) Authentication P1 Account Management, Login data flow 

T (Tampering) Integrity P3 Balance & Transaction Management, D3 

Transaction DB, top-up data flow 

R (Repudiation) Non-repudiation P3 Transaction Processing, P5 Reporting, 

D3 Transaction Log/DB 

I (Information Disclosure) Confidentiality All external data flows (User/Admin/Tenant 

portals), Bank API flow 

D (Denial of Service) Availability P1 Account Management, P2 Product 

Management, search/login endpoints 

E (Elevation of Privilege) Authorization P1 Account Management, session handling, 

role management 

 

1. Spoofing: The threat of illegally assuming the identity of another user or system component, 

potentially leading to unauthorized access. This category evaluates risks associated with identity 

forgery in the e-payment system [13]. 

2. Tampering: The threat of deliberately modifying data in transit or at rest, thereby compromising 

information integrity. This involves assessing vulnerabilities related to unauthorized data alteration 

[16]. 

3. Repudiation: The threat in which a user or entity denies performing critical actions without sufficient 

audit trails, thereby obscuring accountability. This category emphasizes the need for adequate non-

repudiation mechanisms [17]. 

4. Information Disclosure: The threat of unauthorized exposure of sensitive or confidential information, 

constituting a violation of privacy and data security. This category critically examines how sensitive 

data, particularly that of minors and financial transactions, is protected from unauthorized access or 

leakage [13]. 

5. Denial of Service: The threat aimed at making the system or service unavailable to legitimate users, 

thereby disrupting operations. This involves assessing vulnerabilities that could lead to degradation or 

complete shutdown of the e-payment service, affecting the school’s operational continuity [18]. 

6. Elevation of Privilege: The threat in which a user with limited access rights successfully obtains 

elevated permissions, creating opportunities for exploitation. This category examines vulnerabilities 

that may allow attackers to bypass security controls and gain higher levels of authority within the 

system [19]. 

Each DFD component was systematically and thoroughly analyzed against these six categories to 

produce a comprehensive inventory of exploitable vulnerabilities. This meticulous process ensures that no 

potential attack vectors are overlooked, providing a strong foundation for developing targeted mitigation 

strategies. 

Furthermore, the results of this threat identification process open opportunities for the development of 

AI-based systems, where the classified threat patterns can be used as training datasets for models capable of 

automatic classification, risk prediction, and real-time anomaly detection. Thus, the STRIDE framework 

functions not only as a manual analysis tool but also as a foundation for building more adaptive and data-

driven security systems. This detailed threat identification, combined with comprehensive system modeling, 
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forms the basis for prioritizing and addressing the most critical security risks in the school canteen e-payment 

system. Such granular analysis is crucial for developing robust security measures against the evolving 

spectrum of cyber threats in contactless transaction systems [20],[21]. 

 

2.3 Analysis and Mitigation Recommendations 

In the final phase, each identified threat scenario is examined to understand how it could realistically 

affect the system, its users, and operational continuity. Threats are then prioritized using the likelihood, 

impact assessment described earlier, enabling higher-risk scenarios to receive attention first. 

Mitigation recommendations are derived directly from the STRIDE findings and mapped to the 

affected DFD elements to ensure clear threat-to-control traceability. The proposed controls reflect widely 

adopted secure application practices, including authentication hardening, input validation, session security, 

access control, secure communications, and audit logging [13]. To strengthen practical relevance, each 

recommendation is also considered in terms of feasibility within a school canteen setting, such as 

implementation effort, operational overhead, and maintenance requirements. 

The expected effectiveness of each mitigation is argued qualitatively by describing whether it 

primarily reduces likelihood (e.g., rate limiting, MFA, secure session handling) and/or reduces impact (e.g., 

encryption in transit, least-privilege permissions, tamper-evident logs), especially for higher-priority risks. 

Finally, the analysis highlights the value of periodic review through logging, monitoring, and repeated threat 

modeling to keep controls aligned with evolving attack patterns [22]. 

While this study structures the threat scenarios and mitigation mappings in a way that can support 

future data-driven security work, it does not implement or evaluate AI-based mechanisms. Any AI-assisted 

threat analytics remains a planned extension enabled by the structured outputs of this threat modeling 

process. 

 

2.4 Mitigation Evaluation Criteria 

The mitigation recommendations were evaluated using a qualitative validation approach rather than 

experimental deployment. First, traceability was used to confirm that each mitigation directly addresses the 

identified STRIDE threat and the corresponding DFD element. Second, feasibility was considered by 

assessing the practical effort required (configuration changes, development complexity, and administrative 

overhead) and whether the control is realistic for a school operational setting. Third, expected risk reduction 

was assessed by determining whether a control primarily reduces threat likelihood (e.g., rate limiting, MFA, 

secure session handling) and/or reduces impact (e.g., encryption, least-privilege access, immutable logs). 

These criteria provide a transparent rationale for why certain controls are prioritized for high-risk scenarios. 

3. Results and Discussion 

The application of the STRIDE threat modeling method to the DFD of the e-payment system 

successfully identified a series of significant security threats across various system components. This section 

outlines the findings, analyzes their potential impact in real-world scenarios, and formulates specific 

mitigation recommendations for each threat category. In addition, the classification results can serve as an 

initial foundation for training artificial intelligence (AI) models to automate the identification and prediction of 

application security risks. 

3.1 Threat Identification Results 

To ensure analytical clarity, the identified threats were mapped onto the six STRIDE categories, 

namely Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, and Elevation of 

Privilege. This taxonomy enables a comprehensive understanding of potential vulnerabilities across different 

dimensions of software security. To support prioritization beyond qualitative labels, this study applies a 

relative risk scoring approach based on Likelihood (L) and Impact (I). Each identified threat scenario is rated 

on a 1–5 scale for likelihood and impact, and the overall risk score is computed as Risk Score = L × I (range 

1–25). The resulting scores are mapped into priority levels to guide mitigation focus (Low: 1–7, Medium: 8–

14, High: 15–25). This scoring scheme provides transparent and reproducible prioritization while remaining 

suitable for qualitative threat modeling contexts. The detailed classification is summarized in Table 2.  
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Table 2. Threat Identification Using STRIDE 

STRIDE 

Category 

Affected 

DFD 

Component 

Threat Scenario 

Description 

Potential Impact Likeli

hood 

(1–5) 

Impac

t  

(1–5) 

Risk 

Score 

Priority 

S (Spoofing – 

Identity 

Impersonatio

n) 

Process 1: 
Account 
Management 
(Login) 

External actors attempt 
to log in as Users, 
Tenants, or Admins 
using brute-force 
techniques or leaked 
credential lists 
(credential stuffing) 

Unauthorized 
account access, 
balance theft, data 
manipulation, 
account takeover. 

4 4 16 High 

 Data Flow: 
Login 
Credentials 

Attackers intercept 
login data over 
unsecured networks (if 
unencrypted) to steal 
passwords and 
impersonate users. 

Complete account 
compromise. 

3 5 15 High 

T (Tampering 

– Data 

Manipulation

) 

Process 2: 
Product 
Management 

Dishonest tenants 
attempt to alter product 
prices in the product 
database after they are 
displayed to users. 

Financial loss for 
users, unfair gain 
for tenants. 

3 3 9 Medium 

 Process 3: 
Balance & 
Transaction 
Management 

Technically skilled 
users intercept top-up 
requests and alter 
values before data is 
sent to the system or 
bank API. 

Illegal balance 
addition, financial 
loss for system 
operators. 

3 5 15 High 

 Data Store: 
User Balance 
DB 

Compromised admins 
or attackers with 
database access 
directly modify user 
balances. 

Large-scale 
balance 
manipulation, loss 
of financial data 
integrity. 

2 5 10 Medium 

R 

(Repudiation 
– Activity 

Denial) 

Process 3: 
Balance & 
Transaction 
Management 

Users deny legitimate 
purchases to request 
refunds; tenants deny 
receiving orders or 
payments. 

Transaction 
disputes, financial 
losses, audit 
difficulties 

3 3 9 Medium 

 Data Store: 
Transaction 
Log DB 

Compromised admins 
delete or alter 
transaction records to 
conceal fraudulent 
activity. 

Loss of audit 
trails, invalid 
accountability. 

2 4 8 Medium 

I 

(Information 
Disclosure – 

Data 

Exposure) 

Data Flow: 
All data 
flows (if 
unencrypted) 

Attackers sniff 
network traffic to steal 
user personal data, 
transaction details, or 
product information. 

Privacy violations, 
identity theft, 
exposure of 
sensitive data. 

3 4 12 Medium 

 Process 4: 
Reporting & 
Audit 

Errors in reporting 
features reveal 
technical details or 
database queries (e.g., 
SQL injection errors), 
exposing system 
structure to attackers. 

Attackers gain 
system 
architecture 
insights for 
advanced attacks. 

3 3 9 Medium 

 Data Flow: 
Bank API 

Credit card or payment 
details exposed if 
communication with 
the bank API is not 
properly encrypted 
(e.g., outdated TLS). 

Large-scale 
financial data 
leakage, PCI DSS 
compliance 
violations. 

2 5 10 Medium 



STRIDE-Based Threat Analysis and AI-Driven Dataset Design for Securing Educational E-Payment Systems 

 

284 

 

 

 Table 2 comprehensively maps each threat type to the most vulnerable system components, providing 

a detailed overview of the application’s security posture. Each threat category is explained with specific 

examples relevant to the school e-payment context, offering a deeper understanding of the risks faced. 

The STRIDE classification in Table 2 provides a structured representation of threats and affected 

system elements. To improve reproducibility, the same results are subsequently organized into a dataset 

representation in Section 3.2, including a defined schema and illustrative instances in both tabular and JSON 

formats. 

3.2 Threat Dataset Design for AI  

The STRIDE-based threat identification results can be expressed as a structured dataset to improve 

reproducibility and to support future security analytics. In this study, the dataset design is presented as a 

structured representation of the threat modeling outputs, rather than evidence of an implemented AI solution. 

The dataset records each threat scenario together with the affected DFD element, risk prioritization attributes, 

and mapped mitigation controls. This representation enables consistent reuse across future studies that may 

explore data-driven threat classification or prioritization. 

3.2.1 Dataset Schema 

 To make the dataset design explicit, Table 3 defines the proposed fields for each record. The schema is 

intentionally compact and aligned with the STRIDE mapping and the likelihood–impact risk scoring used for 

prioritization. 

Table 3. Proposed STRIDE-Based Threat Dataset Schema 

Field Type Description 

record_id string Unique identifier for each threat record 

stride_category string STRIDE label (S, T, R, I, D, E) 

affected_component string Impacted DFD element (process, data flow, or data store) 

component_type string Process / Data Flow / Data Store 

threat_scenario string Short description of the threat scenario 

potential_impact string Summary of consequences (security/financial/operational) 

likelihood integer Likelihood score (1–5) 

D (Denial of 

Service – 
Service 

Disruption) 

Process 1: 
Account 
Management 

Attackers flood the 
login page with 
thousands of requests 
per second, 
overloading the 
account database and 
preventing legitimate 
access. 

Complete service 
outage, system 
inaccessible to all 
users. 

4 4 16 High 

 Process 2: 
Product 
Management 

Attackers flood 
product search 
functions with 
complex queries, 
exhausting server 
resources and slowing 
the application. 

System 
performance 
degradation, poor 
user experience. 

3 3 9 Medium 

E (Elevation 

of Privilege – 

Unauthorized 

Access 

Escalation) 

Process 1: 
Account 
Management 

Regular users exploit 
session management 
vulnerabilities (e.g., 
session hijacking) to 
take over an Admin 
session. 

Complete system 
compromise, 
attackers gain full 
privileges to alter, 
steal, or delete 
data. 

3 5 15 High 

 Process 2: 
Product 
Management 

Tenants exploit 
vulnerabilities to 
access or modify other 
tenants’ product data. 

Tenant privacy 
violations, 
business sabotage, 
unfair 
competition. 

3 4 12 Medium 
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impact integer Impact score (1–5) 

risk_score integer Computed as likelihood × impact 

priority string Low / Medium / High based on risk score mapping 

recommended_controls array of strings Mitigation controls mapped to the scenario 

 

3.2.2 Sample Dataset Instances 

To illustrate how the schema is populated, Table 4 provides sample records derived from the system-

specific STRIDE scenarios. These instances are included to support reproducibility and to demonstrate how 

the threat modeling results can be translated into machine-readable records. 

Table 4. Sample Threat Dataset Instances 

record

_id 

stride_cate

gory 

affected_comp

onent 

component_

type 

likeliho

od 

impa

ct 

risk_sc

ore 

priori

ty 

recommended_co

ntrols 

TR-

001 

S Process 1: 

Account 

Management 

(Login) 

Process 4 4 16 High Rate limiting; 

MFA; account 

lockout; anomaly 

detection 

TR-

002 

T Process 3: 

Balance & 

Transaction 

Management 

Process 3 5 15 High Server-side 

validation; anti-

replay token; 

request signing; 

TLS 

TR-

003 

D Process 1: 

Account 

Management 

Process 4 4 16 High WAF rules; 

CAPTCHA; 

throttling; resource 

limits 

 

 In addition to a tabular representation, the same records can be serialized into JSON to support 

interoperability across tools and pipelines. Fig 3 shows a simplified JSON example consistent with the schema 

above. 

 

Fig 3. Dataset in JSON Format 

3.2.3 Future Data Collection Strategy and Dataset Growth 
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Additionally, the dataset design can be extended with attributes such as occurrence frequency, 

exploitation probability, or severity levels, enriching the information available for data-driven analysis. Thus, 

the threat identification results provide not only manual insights for developers and administrators but also a 

foundation for building adaptive, automated, and machine learning-based security systems. To clarify this 

design, the study presents two forms of representation: 

1. Threat Dataset Table displaying organized data structures with key attributes (see Table 3). 

2. Conceptual Flow Diagram illustrating the transformation of STRIDE results into a dataset, which is 

then used as input for AI models to generate automated threat classification and mitigation 

recommendations, as shown in Fig 4. 

 

Fig 4. Transformation Flow from STRIDE to AI Model 

 

Fig 4 demonstrates the transformation of STRIDE threat identification results into a structured dataset, 

which is subsequently used as input for AI models. This dataset enables automated threat classification, risk 

prediction, and anomaly detection, ultimately producing adaptive and data-driven security mitigation 

recommendations. 

Finally, it is important to note that this paper does not implement or empirically evaluate AI 

mechanisms. The dataset design is provided to improve reproducibility and to strengthen the feasibility of 

future AI-oriented extensions based on the structured outputs of the threat modeling process. 

3.3 In-Depth Analysis and Mitigation Strategies  

This section provides a deeper analysis of each identified threat along with technical recommendations 

for mitigation, designed to strengthen the overall security posture of the system. The in-depth analysis also 

serves as manual validation of the threat dataset previously designed, enabling its use as training data for AI 

models to classify threats and recommend mitigation strategies automatically. 

1.  Spoofing (Identity Impersonation) 

a. Threat Scenario: Attackers may use automated tools to attempt thousands of username and 

password combinations (brute force) on the login page. Without restrictions, the system 

cannot distinguish between legitimate login attempts and automated attacks, allowing user 

accounts (students or staff) to be compromised. 

b. Mitigation Recommendation: Implement layered defenses. First, enforce strong password 

policies (minimum length, character combinations). Second, enable account lockout 

mechanisms to temporarily disable accounts after multiple failed login attempts. Third, 

require multi-factor authentication (MFA) for high-privilege accounts such as 

administrators. 

c. AI-Based Mitigation Potential: AI can detect abnormal login patterns (e.g., logins from 

multiple locations within a short timeframe). 

2.  Tampering (Data Modification) 

a. Threat Scenario: A technically skilled user may use proxy tools (e.g., Burp Suite) to 

intercept data sent from the browser to the server during a balance top-up. By modifying the 
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top-up value from $10 to $100 before reaching the server, the user could illegally gain credit 

if no server-side validation exists. 

b. Mitigation Recommendation: Never trust client-side input. Enforce strict server-side 

validation for all critical parameters, including price, quantity, and top-up amounts. 

Additionally, record all financial transactions in append-only or immutable audit logs to 

prevent post-transaction manipulation. 

c. AI-Based Mitigation Potential: AI can monitor transaction anomalies (e.g., unusually high 

top-up values). 

3.  Repudiation (Activity Denial) 

a. Threat Scenario: A user completes a purchase but later claims the transaction never occurred 

to obtain a refund. Without detailed logs, administrators lack sufficient digital evidence to 

verify or refute the claim. 

b. Mitigation Recommendation: Implement comprehensive and standardized logging 

mechanisms. Record all critical actions (login, logout, transactions, top-ups) with details 

such as timestamp, user ID, action performed, source IP, and status. Logs must be securely 

stored with restricted access. 

c. AI-Based Mitigation Potential: AI can analyze transaction dispute patterns to detect 

fraudulent behavior. 

4.  Information disclosure 

a. Threat Scenario: Invalid user input triggers error pages displaying technical details such as 

stack traces, framework versions, or database queries. Although seemingly minor, this 

information can help attackers map system technologies and plan targeted attacks. 

b. Mitigation Recommendation: Configure applications to handle exceptions globally. Display 

generic error messages to end-users (e.g., “System error occurred”), while recording detailed 

error logs internally for developers and administrators. 

c. AI-Based Mitigation Potential: AI can automatically scan error logs to detect information 

leakage. 

5.  Denial of service (DoS) 

a. Threat Scenario: Attackers may create scripts to send hundreds of product search requests 

per second. The high request volume exhausts server resources (CPU and memory), causing 

severe performance degradation or complete denial of access for legitimate users. 

b. Mitigation Recommendation: Apply rate limiting on vulnerable API endpoints (e.g., /login, 

/search) to restrict the number of requests per IP within a given timeframe. For larger-scale 

attacks, consider cloud-based DDoS protection services. 

c. AI-Based Mitigation Potential: AI can recognize abnormal traffic patterns and trigger 

automated protection mechanisms. 

6.  Elevation of privilege  

a. Threat Scenario: After an administrator logs in, the system generates a session token stored 

in browser cookies. If the token is predictable or insufficiently random, attackers may guess 

valid admin session tokens, gaining full access without knowing the password. 

b. Mitigation Recommendation: Use secure session management libraries that generate long, 

cryptographically random session identifiers. Additionally, enforce strict Role-Based Access 

Control (RBAC) on the server side, ensuring that every request to administrative features 

revalidates the user’s role. 
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c. AI-Based Mitigation Potential: AI can detect user behavior deviating from normal access 

profiles 

With AI integration, mitigation strategies are no longer static but can be dynamically updated through 

continuous learning from new threat data, ensuring that the system’s security posture remains adaptive to 

evolving attack patterns. 

Overall, the implementation of targeted and comprehensive mitigation strategies not only addresses 

identified vulnerabilities but also establishes a foundation for AI integration. By using the analysis results as 

validation datasets and leveraging AI’s ability to detect anomalies, the school e-payment system can evolve 

into a resilient, adaptive, and sustainable platform capable of withstanding dynamic cybersecurity threats. 

3.4 Discussion 

The application of the STRIDE framework for threat modeling has comprehensively outlined the 

security vulnerabilities within the web-based school canteen e-payment system. This analysis systematically 

revealed critical threats across six categories: Spoofing, Tampering, Repudiation, Information Disclosure, 

Denial of Service, and Elevation of Privilege [23]. Each identified threat represents a plausible attack vector 

that could compromise the integrity, confidentiality, or availability of the system [24]. 

For instance, Spoofing threats, particularly brute-force attacks on login credentials, highlight the 

tangible risk of unauthorized account access. Similarly, Tampering demonstrates how client-side 

manipulation, if not strictly validated on the server side, can lead to financial discrepancies and fraudulent 

activities. Repudiation, where users can easily deny legitimate transactions, underscores the urgent need for 

strong and immutable audit trails. Information Disclosure risks, often stemming from improperly handled error 

messages, may inadvertently provide attackers with reconnaissance data, significantly aiding more targeted 

attacks. Vulnerabilities to Denial of Service attacks expose the system to potential unavailability, disrupting 

essential services for students and staff. Finally, Elevation of Privilege threats could allow unauthorized 

individuals to gain full administrative control, resulting in catastrophic system compromise. 

Collectively, these findings emphasize that without proactive and integrated security design from the 

outset, even the most sophisticated systems remain vulnerable to evolving cyber threats [25],[26]. The 

proposed mitigation strategies, including strong multi-factor authentication [27], strict server-side input 

validation [28], immutable logging mechanisms [29], and secure session management [30], are essential for 

building a resilient security posture. Implementing these recommendations is not merely a technical 

requirement but a strategic necessity to safeguard sensitive financial data and maintain user trust. 

Furthermore, the threat identification results converted into dataset form (see subsection 3.2) extend the 

contribution of this study toward AI integration. By leveraging the threat dataset as training data, AI models 

can be developed to: 

1.  Automatically classify threats based on STRIDE patterns. 

2.  Predict risk levels and potential impacts of threats. 

3.  Detect transaction or user behavior anomalies in real time. 

4.  Provide continuously updated adaptive mitigation recommendations. 

This integration reinforces the notion that security systems are no longer static but dynamic and 

adaptive, capable of learning from historical data as well as emerging attack patterns. In the educational 

context, this is particularly relevant, as school e-payment systems involve sensitive student data that must be 

protected with the highest security standards. 

Thus, this study not only delivers manual STRIDE-based analysis but also opens a strategic pathway 

toward data-driven security automation. The insights gained are highly valuable for developers, security 

professionals, and educational institutions seeking to implement secure, reliable, and sustainable e-payment 

solutions in the digital era. 

3.5 Research Limitations 
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Although this study successfully identified and analyzed security threats using the STRIDE framework, 

several limitations must be explicitly acknowledged: 

1.  Limited Case Study Scope 

The analysis was conducted on a web-based school canteen e-payment system with a specific 

architecture. The findings may not be fully generalizable to other e-payment systems with larger 

scales or different architectures. 

2.  Qualitative Approach 

Risk assessment was performed qualitatively based on projected probability and impact. No 

quantitative testing or real attack simulations were conducted, meaning the accuracy of risk 

estimation remains dependent on conceptual assumptions 

3.  No Comparison with Other Frameworks 

This study focused exclusively on STRIDE without comparing its effectiveness to other threat 

modeling frameworks such as PASTA, OCTAVE, or LINDDUN. This limits the comparative 

perspective on the strengths and weaknesses of STRIDE. 

4.  Operational Data Limitations 

The analysis was based on system models and hypothetical threat scenarios. Empirical data from real 

security incidents or actual attack logs were not utilized, restricting validation against real-world 

conditions. 

5.  Focus on Technical Aspects 

The study emphasized technical threat mitigation. Non-technical factors such as organizational 

policies, user awareness, and legal regulations were not examined in depth, although they may 

significantly influence the effectiveness of mitigation strategies. 

6.  Conceptual AI Integration 

While this study designed a threat dataset as a foundation for AI integration, the application of AI 

models remains conceptual. The dataset was derived from manual STRIDE identification and does 

not yet include empirical data from real attacks or operational logs. This limits the ability of AI 

models to generalize and predict threats with high accuracy. 

In conclusion, these limitations do not diminish the main contribution of the study in demonstrating the 

effectiveness of STRIDE as a proactive framework for threat analysis in educational e-payment systems. 

Rather, acknowledging these limitations opens opportunities for future research to expand the scope, integrate 

empirical data, compare different threat modeling approaches, and develop AI-based systems that are more 

adaptive and grounded in real-world data to produce more comprehensive mitigation recommendations. 

4. Conclusion 

This study successfully applied the STRIDE threat modeling method to analyze the security of a web-

based school canteen e-payment system. The analysis effectively identified six critical categories of threats, 

ranging from identity spoofing to potential privilege escalation, distributed across multiple system 

components. These findings strongly emphasize that systems developed without adequate and integrated 

security considerations from the outset remain vulnerable to sophisticated cyberattacks, even if their 

functionality appears to operate effectively. 

The STRIDE method has proven to be a systematic and comprehensive framework for proactively 

identifying vulnerabilities. The proposed mitigation strategies, such as strong multi-factor authentication, strict 

server-side input validation, and immutable logging mechanisms, provide crucial practical guidance for 

developers to significantly strengthen system defenses. Ultimately, security is not merely an additional feature 

to be added later but a fundamental foundation that must be integrated from the very beginning of the software 
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development lifecycle. This is particularly critical for applications managing sensitive financial data and user 

information within vulnerable educational environments. 

In addition, this study contributes a STRIDE-based threat dataset design derived from the identified 

threat scenarios and mitigation mappings. This work does not implement or evaluate any AI-based 

mechanism, instead the dataset is proposed as a reusable foundation for future research on AI-assisted threat 

classification and prioritization in educational e-payment systems. Therefore, the primary contribution of this 

paper lies in the STRIDE-driven threat analysis and practical mitigation recommendations, while the AI 

direction remains a planned extension enabled by the proposed dataset structure. The dataset design includes 

fields for STRIDE category, affected DFD component, threat description, likelihood–impact scores, and 

mitigation controls. 

Overall, this study highlights the importance of proactive, structured, and forward-looking security 

approaches. The integration of STRIDE with AI-based dataset design provides a foundation for future research 

to expand scope, incorporate empirical data, and develop resilient, adaptive, and sustainable security systems 

capable of addressing the evolving landscape of cyber threats. 
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